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ABSTRACT

The NetFPGA platform enables users to build working pro-
totypes of high-speed, hardware-accelerated networkg s
tems. However, one roadblock is that a typical networking
specialist with a software-side background will find the-pro
gramming of the FPGA to be a challenge because of the
need for hardware design and description skills. This pa-
per introduces G, which is a high-level packet-centric lan-
guage for describing packet processing specifications in an
implementation-independent manner. This language can be
compiled to give high-speed FPGA-based components. An
extension has been produced that allows these components
to be dropped easily into the data path of the standard NetF-
PGA framework. This allows a user to write and debug
packet processing functions at a high-level in G, and then
use these on the NetFPGA alongside other components de-

tion) not the ‘how’ (implementation). In other
words, G describes the problem, not the solution.

Using the rich — but raw — concurrent processing
capabilities of modern Field Programmable Gate
Array (FPGA) devices to enable the creation of
tailored virtual processing architectures that match
the individual needs of particular packet process-
ing solutions. These provide the required packet
processing performance.

Demonstrating a fast compiler that maps a G de-
scription to a matching virtual architecture, which
is then mapped to an FPGA-based implementa-
tion. This facilitates experimentation both with
options for the packet processing itself and with
options for the characteristics of the implementa-

signed in the traditional way.

1. INTRODUCTION

Diversity and flexibility are increasingly important
characteristics of the Internet, both to encourage inno-
vation in services provided and to harness innovation
in physical infrastructure. This means that it is nec-
essary to provide multiple packet processing solutions
in different contexts. At the application level, there is
a need to implement deep packet inspection for secu-
rity or packetization of video data, for example. At the
transmission level, there is a need to keep pace with
rapidly-evolving technologies such as MPLS and carrier
Ethernet. This is in addition to support for evolution
in protocols like IP and TCP that mediate between ap-
plication and transmission.

Recent research in Xilinx Labs has led to four main
contributions which, taken together, offer a flexible and
high-performance solution to the problems posed by al-
lowing increasing diversity in packet processing:

e Introducing G, which is a domain-specific high-
level language for describing packet processing. G
focuses on packets and is protocol-agnostic, thus
supporting diversity and experimentation. In ad-
dition, G is concerned with the ‘what’ (specifica-

tion. It also removes existing barriers to ease of
use of FPGAs by non-hardware experts.

e Generating modules with standard interfaces that
are harmonious with the Click [8] modular router
framework. This facilitates the assembly of com-
plete network node capabilities by smoothly inte-
grating varied FPGA-based components, and by
interfacing processor-based components.

The technology that has been developed is scaleable.
The initial target of the research was networking at
10Gb/s and above rates, with current experiements ad-
dressing 100Gb/s rates. However, going in the other
direction, the G technology is also applicable to the
current NetFPGA platform, for single 1Gb/s rate chan-
nels, or an aggregate 4Gb/s rate channel. In order to
enable seamless integration with NetFPGA, wrappers
have been developed that allow the generated mod-
ules to be dropped into the standard packet processing
pipeline used in NetFPGA designs.

In this paper, we first provide a short overview of G
and the compilation of G to FPGA-based modules. We
then describe how these modules can be integrated and
tested on the NetFPGA platform. This is illustrated by
an example where G is used to describe VLAN header
manipulation, and this is added into the reference router
datapath.



2. OVERVIEW OF G

The full version of the G language is targeted at spec-
ifying requirements across network processing. The ini-
tial implementation has focused on a subset of G that is
concerned with expressing rules for packet parsing and
packet editing, the area which has been most neglected
in terms of harnessing FPGA technology to its best ef-
fect. Other aspects of G beyond this subset are still the
subject of continuing research.

Although independent of particular implementation
targets, a G description is mapped onto an abstract
‘black box’ component that may be integrated with
other components to form complete packet processing
— or more general processing — systems. The setting
for such components is that of the Click modular router
framework [8] (an aspect not covered in this paper). In
Click, an individual system component is called an el-
ement, and each element has a number of input and
output ports. This enclosing Click context means that
a G description is regarded as describing the internal
behavior of an element, and also declaring the external
input and output ports of that element.

A G element description consists of three parts. The
first part is concerned with declaring the nature of the
element’s external interactions, that is, its input and
output ports. The second part is concerned with declar-
ing packet formats, and the format of any other data
structures used. Finally, the third part contains packet
handling rules.

Input and output ports in G have types, two of which
will be introduced here. The packet type is one on which
packets arrive (input) or depart (output), and this cor-
responds to the standard kind of (untyped) Click port.
The access type is one on which read and/or write data
requests can be made (output) or handled (input). This
is provided to allow interaction between elements, sep-
arately from the passing of packets.

G has no built-in packet formats, since it is delib-
erately protocol-agnostic to give maximum flexibility.
Packet formats and other data formats may either be
declared directly in a G description or be incorporated
from standard libraries through included header files. A
format consists of an ordered sequence of typed fields.
Types are scalar or non-scalar. The scalar types were
selected to be those deemed of particular relevance to
the needs of the packet processing domain. They are
bit vector, boolean (true or false), character (ISO 8859-
1), and natural number (in range 0 to 232 — 1). For
example, negative integers and real numbers were not
included. Non-scalar type fields may be of another de-
clared format, or be a list of sub-fields, or be a set of
alternative fields. G itself does not explicitly differen-
tiate between uses of packet fields (e.g., header, trailer,
payload) — this is expressed through the actual packet
handling rules.

The substantive portion of a G description provides
the rules to be applied for packet handling. These refer
as appropriate to the preceding declarations of ports
and formats. In particular, the handler heading for
the set of rules includes the name of the packet input
port and the name of the input packet format. Prior
to the rules themselves, local variables can be declared.
These have a lifetime corresponding solely to a partic-
ular packet being handled. Thus, if several packets are
being handled simultaneously, each has its own unique
set of the local variables. In general, concurrency is
maximized, here across multiple packets.

Packet handling rules implement the requirements of
protocols for handling packets. When writing rules, the
G user is liberated from having to think about when
rules are applied, or how rules are applied. In particu-
lar, the G user does not have to be concerned with where
fields occur within packets, or how packet data arrives
and departs at input and output ports. Application of
different rules is intended to be done as independently
as possible.

In terms of the rules themselves, there are two cat-
egories: packet rules and external state rules. Packet
rules are used to change the content or format of the
packet, or to approve it for forwarding. There are four
types of packet rules in the G subset being considered:

e Set: change packet fields

e Insert: insert one or more additional fields into
the packet

e Remove: remove one or more fields from the packet

e Forward: indicate that the packet should be out-
put after handling

For a simple forwarding function, combinations of set
and forward rules are sufficient. For encapsulation or
decapsulation, for example, insert or remove rules rep-
sectively are used also. External state rules are used to
perform reading and writing of arbitrary data format
values on external access ports. These rules can option-
ally specify additional read or write parameters (e.g.,
memory addresses, lookup keys, or function arguments,
depending on the type of external element).

Guards provide for the conditional application of rules,
and so form the basis for packet parsing and simple
packet classification. The Boolean expression within a
guard condition is always fully evaluated and tested for
truth before the guarded rule will be applied. There
can be a nest of disjoint guarded rules, in which each
sequential guard condition is always fully evaluated and
tested for falsity before a subsequent rule in the nest will
be considered. In other words, the first rule in the nest
with a true guard condition, or a final unguarded rule if
none of the preceding rules have a true guard condition,
is the one that is applied.
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Figure 1: Generated module

3. COMPILATIONOF G TO FPGA

3.1 Underlying principles

The compilation of G towards an FPGA implementa-
tion is founded upon three important principles: (i) an
expected low level of dependencies between rules in G
descriptions; (ii) the creation of wvirtual architectures to
implement the packet handling rules; and (iii) the gen-
eration of modules with standard interfaces that can be
plugged together to create complete systems.

The first principle is derived from observation of the
nature of packet parsing and editing for protocols. There
is considerable independence in how packet fields are
treated with respect to other packet fields. This gives
packet processing a distinctive flavor when compared
with normal data processing or digital signal process-
ing. The fruit of the independence is to provide greater
opportunity for concurrent operations, with consequent
benefits for throughput and latency. In turn, the huge
amount of potential for concurrent processing in an
FPGA provides the physical support for this. The G
language itself is designed to encourage the expression
of independence in descriptions, something attractive
to its user but also avoiding the need for too much ‘au-
tomatic discovery of parallelism’ magic in the compiler.

The second principle reveals an analogy between vir-
tual networks and virtual architecture. Just as it is ben-
eficial to implement problem-specific networks on pro-
grammable physical infrastructure, so it is beneficial to
implement problem-specific microarchitectures on the
programmable physical infrastructure of an FPGA. The
G compiler builds a processing microarchitecture that
matches the needs of the particular G description. This
contrasts with the usual need to contort the problem
to fit a fixed microarchitecture, whether expressing it
sequentially in C for a normal processor, or warping it
to fit the properties of a specialized network processor.

The third principle is that each G description is com-
piled to generate a module targeted at an FPGA, and
that this module has standard interfaces. This is so
that it can be integrated with other modules, either
also generated from G or from other sources, to build a
complete FPGA-based system.

Figure 1 shows a high-level schematic of the gener-
ated module. For this research, Xilinx FPGA devices
have been the target technology, so the module interfac-
ing was chosen for compatibility with standard modules
produced by Xilinx. Packet input and output ports in
the G description are mapped to module interfaces that
use the LocalLink standard [12] for signaling packets
word-wise between modules. Access ports are mapped
to interfaces that can follow several different standards
for accessing modules that support read/write requests.

3.2 Compilation process

The generated module is not described directly in
terms of the underlying FPGA resources: programmable
logic gates, interconnect, and other embedded units. It
is described in an intermediate form, expressed in a
hardware description language, VHDL in the case of
this compiler. The intent is to generate VHDL of a
quality comparable with that achieved by hand design,
in a much shorter time and a much more maintainable
manner. The VHDL description is then processed by
the standard design tools provided for FPGAs, which
have had many thousands of person-years devoted to
achieving high quality of results. In particular, these
tools seek to harness all of the features of the specific
target FPGA. Thus, the G compiler itself is decoupled
from specific FPGA device detail, and works in partner-
ship with an FPGA vendor’s specific processing tools.

Since a G description is abstracted from any imple-
mentation detail, additional input is supplied to the
compiler. This input concerns the nature of the in-
terfaces to the module. It includes structural details,
such as word width and minimum/maximum packet
sizes, and temporal details of required throughput. At
present, the compiler reports on achieved latency and
achieved FPGA resource count; in the future, these will
also be supplied as targets to the the compiler. The
main steps carried out by the compiler are:

1. Parsing of the G description, and of the addi-
tional implementation-specific information.

2. Analysis to determine dependencies through mul-
tiple uses of packet fields or local variables, or
through multiple uses of external access ports.

3. Partitioning of rules into dependency-respecting
clusters to form an optimal parallel processing mi-
croarchiture.

4. Scheduling of rule applications within each clus-
ter to respect arrival and departure times of packet
data via word-wise interfaces, and the word-wise
nature of access interfaces.

5. Generating a VHDL description of a module that
implements the virtual packet-handling architec-
ture, plus other inputs for the standard tools.



4. G DROP-INMODULES

Generated G modules are a natural fit within the
NetFPGA framework. Streaming packet interfaces en-
able G modules to be instantiated at various locations
in the standard packet processing pipeline of the NetF-
PGA. However, to fully enmesh G modules into the
NetFPGA environment, some infrastructure modifica-
tions were necessary. The goal was to make G modules
indistinguishable from other NetFPGA libary compo-
nents. This allows the current NetFPGA implmenta-
tion approach to remain unaltered, while enabling the
inherent ability of the high-level simulation approach
that G components bring. Essentially, development of
G modules becomes an extension of the methodology
for contributing NetFPGA modules [3].

A G component is packaged to appear as any other
NetFPGA module, such as the input arbiter or out-
put port lookup modules used in the reference router
project. Figure 2 shows a wrapped G module. The
G module is wrapped amongst various infrastructure
pieces. An input-side protocol bridge converts from
the NetFPGA bus signaling protocol to Xilinx’s Locall-
ink signaling protocol [12]. G modules can operate as
pipeline stages, as they support cut-through processing
mode. The streaming LocalLink interfaces enable this
desirable feature. Once the G module begins to emit
the packet, it is sent through the output-side protocol
bridge that converts back to the NetFPGA signaling
protocol from LocalLink.
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Figure 2: G Drop-in Module

The structure shown in Figure 2 is actually a top-level
verilog wrapper. This wrapper instantiates the proto-
col bridges, the compiler-generated VHDL G module
hierarchy, and the access components attached to the
G module, such as registers, FIFOs, or BRAMs. This
wrapper is auto-generated by a Perl script that scans
the G module for interface signals.

5. EXAMPLE

The following section highlights the methodology in
using a G module in the NetFPGA framework. For il-
lustrative purposes, a simple VLAN extraction compo-
nent will serve as the G component. The functionality
of VLAN extraction is to remove VLAN tags attached
to packet data that are no longer necessary to aid rout-
ing.

5.1 Step 1: Setup environment

The standard directory structure associated with the
NetFPGA environment should be utilized. Users work
out of the projects directory. Files that are developed
for using G should be placed in a new directory, gsrc.
This includes all g, xml, fv, testbench, and synthesis
files. The expected structure is shown in Figure 3.
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Figure 3: Environment directory structure

5.2 Step 2: Compose G

The first development step in utilizing G is to com-
pose the G to describe the desired functionality. The
entire G for the VLAN extraction example is shown be-
low. A companion file is created to describe the char-
acteristics of the interface ports, such as the width.

element vlan_extractq{

input packetin : packet;
output packetout : packet;
#define VLAN_TYPE 0x8100

#define NON_VLAN_TYPE Oxabcd

format MyPacket = (
I0QHeader : (

dst_port_one_hot . 8,
resv . 8,
word_length . 16,
src_port_binary . 16,
byte_length 16
),
type 16,
VLAN_header : 32,

*

)



handle MyPacket on packetin {

[type == VLAN_TYPE]{
remove VLAN_header;
set type = NON_VLAN_TYPE;
set IOQHeader.word_length =
I0QHeader.word_length - 1;
set IOQHeader.byte_length =
I0QHeader.byte_length - 8;

forward on packetout;

}

The packet format for this example defines the NetF-
PGA control header (IOQHeader), the type, and the
VLAN_header. The remainder of the packet is indicated
using the * field to mean that the VLAN_header is the
last field of the packet this G module is interested in.
The packet handler for this example is relatively sim-
ple. The type field is checked. If it is a VLAN type,
the VLAN_header is removed, and the control header
is updated to reflect that there is one less word in the
packet. Finally, the packet is forwarded on the output
packet interface.

5.3 Step 3: High-level G simulation

The functionality of the written G description must
be verified. The G development environment comes
with two tools to aid with high-level G description ver-
ification. The first is gdebug. This tool steps through a
G description, allowing the user to select from a list of
available actions to invoke. (Recall that G descriptions
are declarative rather than imperative, so multiple ac-
tions could potentially be executed at any given debug
step.) The second tool is gsim. This tool reads packet
instances corresponding to input and produces the re-
sulting output. The gsim tool is the main simulation
vehicle for G descriptions.

Packet instances are created through use of the gfv
language (G format value). This language is used to
specify the values that packet fields can take. An ex-
ample of this is shown below.

formatvalue ioq = (

0x20 . 8,
0 . 8,
4 : 16,
1 . 16,
0x20 : 16

formatvalue testl = (
ioq,

[0x8100 | Oxaaaal] : 16,

Oxfeedcafe . 32,

0x000011112222 1 48,

0x1011121314151617 : 64,

0x18191alblcldlelf : 64
);

This format value description will create two packet
instances to input. One instance will fill the type field
with 028100 and the other instance with Ox AAAA. The
gsim tool reads these packet instances and simulates
the expected output. The processed output for the first
packet instance is shown below. Note the inclusion of
field names matched to bit patterns in the output. This
aids quick verification. Simulation with gsim is a fast
process, enabling quick functional verification cycles.

formatvalue testl_1 = (
(
0x20 : bit[8] /* dst_port_one_hot */,
0x00 : bit[8] /* resv */,
0x0003 : bit[16] /* word_length */,
0x0001 : bit[16] /* src_port_binary */,
0x0018 : bit[16] /* byte_length */
) /* I0QHeader */ ,
Oxabcd : bit[16] /* type */,
0x000011112222 : bit[48],
0x1011121314151617 : bit[64],
0x18191alblcldlelf : bit[64]
)3

54 Step 4: Embed in NetFPGA pipeline

This G module fits between the input arbiter and
the output port lookup modules in the reference router
pipeline, as shown in Figure 4. G modules are cur-
rently limited to support single input and output packet
streaming interfaces, so G modules can only be placed
between the input arbiter and the output queues in the
reference router pipeline.
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_ 51 Queues Avrbiter Extract Lookup Queues___ 5
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Figure 4: VLAN extraction G module included
in reference router pipeline.

To include the G module, the user_data_path ver-
ilog top-level is modified to instantiate the G wrap-
per and wire it into the data path. The user_data_path
file found in NF2/1ib/verilog/user_data_path/reference_-
user_data_path/src/ is copied into and modified within
the src directory of the project. Recall that the G wrap-
per instantiates protocol bridges, the G module itself,
and any access memories that the G module uses.



55 Step 5: Simulate system

The simulation environment for NetFPGA is at the
HDL level. The G compiler produces synthesizable and
simulation-ready VHDL, so the simulation scripts dis-
tributed with a standard NetFPGA distribution were
modified to incorporate simulation of G components.
These scripts are run in the same manner as any other
NetFPGA project. Test data and regression tests are
also created in a similar way.

5.6 Step 6: Implement

The build scripts have also been modified to accom-
modate the synthesis of G components. These scripts
are run as if a standard NetFPGA project is being con-
structed.

6. RELATED WORK

Various domain-specific packet processing languages
have been proposed. PacLang [4] is an imperative, con-
current, linearly typed language designed for expressing
packet processing applications. FPL [2] is a functional
protocol processing language for performing complex
packet classification and analysis. PPL [7] is another
functional programming language for packet process-
ing, oriented towards TCP/IP as well as deep packet
inspection. SNORT [10] is a well-known intrusion de-
tection system based on complex rule sets that specify
the processing of packet headers and the matching of
patterns in packet payloads.

There has been considerable research and develop-
ment on compiling C to FPGA (so-called ‘C-to-gates’).
In general, C subsets and/or C annotated with pragmas
must be used. A focus has been on loop unrolling as a
means of introducing concurrency, particularly for dig-
ital signal processing applications. Examples include
Catapult C [9], Handel-C [1], SpecC [5], Streams-C
(now Impulse C) [6], and Synfora C [11]. To date, there
has been little evidence of this style of technology being
of benefit for high-speed packet processing.

7. CONCLUSIONSAND FUTURE WORK

This paper has presented the G language and the effi-
cient compilation of G to FPGA-based modules. In par-
ticular, it has presented a new framework which allows
G modules to be easily incorporated into NetFPGA-
based system designs. Taken together, these advances
will ensure greater ease of use for networking experts
who are not familiar with traditional FPGA design ap-
proaches.

The paper focused on just a subset of the full G lan-
guage. Subsequent publications will explore other as-
pects including, for example: describing relationships
between packets and hence functions like segmentation

and reassembly; structuring of packet handlers and hence

modularity between protocols; and support for more
flexible packet formats. Ultimately, G is intended to
cover the full spectrum of packet processing.

Future work will include seeking better integration
between the standard software Click environment and
an FPGA Click environment that has been developed
around G. The linkage to the NetFPGA platform now
offers the hardware contribution to developing an ecosys-
tem around Click and G. It provides a convenient ba-
sis for interfacing software Click elements with FPGA-
based elements described in G, thus enabling experi-
ments where time-critical data plane functions benefit
from the speed of the FPGA.
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